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PHASE PORTRAIT OF ELECTROCARDIOGRAM

AS A MEANS OF BIOMETRY

L. S. Fainzilberg UDC 681.32

Abstract. The author develops an approach to constructing biometric systems based on the analysis

of the phase portrait of a single channel electrocardiogram (ECG) of the test subject. The rules for

solving the problem of human identification and verification (authentication) are proposed.

Experimental studies have shown that the proposed decision rules provide 96.6% reliability of

identification in the analysis of 3,133 ECGs of 167 individuals and 99.5% reliability of verification

in the analysis of 204 ECGs of 62 different individuals. Prospects for further research in solving

practical biometric problems are outlined.

Keywords: electrocardiogram, phase portrait, biometric system, Hausdorff distance, identification

and verification of personality.

INTRODUCTION

The problem of biometric human identification is based on the analysis of individual characteristics of the person

and is becoming increasingly important. Today, the most common are fingerprint systems [1, 2], which recognize the

characteristic features of fingerprints. Biometric identification systems are also generally recognized, which are based on

the recognition of individual characteristics of the iris of the eye [3], voice [4], and face [5] or its individual parts.

The rapid development of digital computing and smartphone technology has contributed to commercial biometric

identification systems that provide a fairly high performance. At the same time, it is known that the unique characteristics

on which these biometrics are based can be forged by an attacker. For example, a fingerprint can be forged with a special

glove or model (spoofing in fingerprints). Therefore, there is a need for special additional means of protection [6, 7]. Similar

forgeries are possible in biometric systems, which are based on the recognition of the iris of the eye, face, and voice.

Thus, scientists are constantly looking for new directions in constructing biometrics systems based on the analysis

of such individual human characteristics that are difficult to falsify. One of them is the electrocardiogram (ECG), which

provides information about electrical activity of the heart.

The purpose of the article is to investigate the possibilities of ECG to solve problems of human identification and

verification.

PROPERTIES OF ECG PHASE PORTRAIT

In [8], Ukrainian scientists, for the first time, formulated a hypothesis about a possibility of identifying a person by

ECG. The hypothesis took into account the results of the first experiments, which demonstrated the individual features of

the graphic image of the ECG. However, it was not until six years later that a foreign publication [9] appeared on a new

method of identifying a person by ECG.
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Subsequently, the method was actively developed in numerous studies by other authors [10–24]. In these works,

analysis of ECG signals in the time domain was performed using short-time Fourier transform, wavelet transform, Radon

transform, Kalman filter, and other mathematical methods.

Studies have shown (Fig. 1) that the individual features of ECG are more pronouncing when displaying on the

phase plane z t( ), �( )z t with the coordinates z t( ) (signal of electrical activity of the heart) and �( )z t (the rate of change of

this signal).

Since the simultaneous signal registration in several leads (in the chest leads V V

1 6

, ,� , especially) is

inconvenient for solving biometric problems, consider a more practical way to record a single channel ECG in only one

lead, namely, the first standard (left and right hands).

Using a microprocessor recorder with finger electrodes (Fig. 2a), the digital sequence z tk( ) of the signal values

z t( ), which are observed in discrete moments t kk � � , k K� �1, , , of time (� is the quantization step), is entered into

the computer via Bluetooth and pre-processed, i.e., isoelectric line drift extracting, frequency-selective filtering, and

adaptive smoothing are present. Based on the procedure of numerical differentiation with a corresponding regularization

procedure, it is possible to obtain an acceptable estimate of the derivative �( )z tk in the discrete moments of time tk .

The result is the ECG phase portrait ECG PhP), i.e., a sequence of two-dimensional vectors (points)

( ( ), �( )), ( ( ), �( )), , ( ( ), �( ))z t z t z t z t z t z tK K1 1 2 2

� ,

lying on the plane z t z t( ), �( ) in the form of a periodic attractor, which displays characteristic loops of the

corresponding fragments of the ECG (P and T waves and QRS complex, see Fig. 2b).

We will distinguish two formulations of the biometrics problem.
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Fig. 1. ECG phase portraits of two persons in 12 traditional leads.
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Fig. 2. Formation of a phase portrait of a single channel ECG

on the plane z t( ), �( )z t .
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Identification Problem. There is a limited list B B BM� { }

1

, ,� of persons being tested. It is necessary to

determine the number m M�1, ,� in the list B B BM� { }

1

, ,� using the automatic processing of the ECG of one person

B Bm � .

Verification (Authentication) Problem. The person being tested reports his (her) login, which will determine his

(her) number m M�1, ,� in the list B B BM� { }

1

, ,� . It is necessary to confirm or deny this login using automatic

processing of the ECG PhP (“smart” password). Moreover, it is assumed that the name of this person may not be in the

list B B BM� { }

1

, ,� .

Long-term observations have shown that phase portraits of single channel ECGs, as well as fingerprints have

individual features (Fig. 3) (unchanged over a long period of time (Fig. 4), unless, of course, there was no serious organic

heart disease during this period). Given these facts, biometric systems based on the analysis of ECG PhP were

constructed.
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Fig. 3. Examples of phase portraits of single channel ECGs of 24 people.

Fig. 4. Dynamics of phase portraits of single channel ECGs of three persons.

2005

Person 1 being

tested

Person 3 being

tested

2013

2018

Person 2 being

tested



HUMAN IDENTIFICATION BY PHASE PORTRAIT OF SINGLE CHANNEL ECG

Solving identification problem is based on the comparison of the phase portraits of the current ECG of the person

Bm being tested with pre-constructed reference ECGs of a limited group B BM1

, ,� of persons. Since, during physical or

emotional stress, there are changes in certain parts of the ECG and in the wave T , in particular, we will analyze the most

stable fragment of the phase portrait in what follows. Experiments have shown that this is a fragment corresponding to the

ventricular complex QRS .

According to [25], to estimate the proximity of two phase portraits Fi and F j , we calculate the Hausdorff

distances

L F F q qH i j
q F q F

k r
q Fk i r j r j

( , ) max max min ( , ), max m�

�

�

	
� � �

� in ( , )

q F
k r

k i

q q
�




�

�

� , (1)

where �( , ) | | | |q q q q
k r k r� 
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QRS
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� �( , � )
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, r K
j

QRS
�1, ,

( )

� , which belong to the QRS-fragments of the ith and

jth phase portraits.

To construct a reference ECG PhP of the mth (m M�1, ,� ) representative of the group B BM1

, ,� , registerW
m( )

of his (her) ECGs at different times of the day and form the matrixW W
m m( ) ( )

� of Hausdorff distances (1) between the

pairs ofQRS-fragments of the corresponding phase portraits F F
m

W

m

1

( ) ( )

, ,� . The row number of this matrix, whose sum

of elements is minimal, determines the reference phase portrait F
m

0
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The decision in favor of the mth representative of the group is accepted only if

L F F L F F L F FH t

m

M
H t H t

m m
( , ) min ( , ) ( , )

( ) ( ) ( ) (

0

1

0 0

� � �

� ��

�
�

)

, (3)

where L F FH t( , )

( )

0

�
are the Hausdorff distances between the current phase portrait Ft of the person being tested

and all the reference phase portraits F F
M

0

1

0

( ) ( )

, ,� defined according with (2), and �
( )m

is a threshold, which is

determined by the maximum element of the matrix of Hausdorff distances constructed at the stage of formation of

F
m

0

( )

. The threshold �
( )m

provides the necessary compromise between the probabilities of “missing a target” and

“false alarm” in terms of identification of the mth representative of the group.

To estimate the reliability of the proposed approach, an experimental database of 3,133 ECGs of 167 different

individuals was constructed. In 96.6% of cases (3,027 ECGs), the identification of persons according to rule (3) was correct.

Despite the high results, the proposed approach has limited possibilities. The fact is that the phase portraits of

a single channel ECG of an individual have only minor differences (see Fig. 3). It is no exception that the ECGs

of different people are generally almost identical, and the probability of such coincidences increases with increasing

number in the group. It follows from the above that the construction of a reliable system of identification of a particular

person by the ECG PhP in a rather large group can be considered only as a distant goal.

At the same time, as a short-term goal, we can formulate a simple but important task: to classify the ECG of

an individual in certain classes (whose number can be set not very large) and verify the person by comparing his (her)

current ECG PhP with the known class number of his (her) ECG PhP and the blood type belonging to this person. If the

classes differ with a high probability, it is possible to claim a negative verification result and make appropriate decisions.

HUMAN VERIFICATION BY A PHASE PORTRAIT OF A SINGLE CHANNEL ECG

To develop a verification system, we define the characteristic types of ECG PhPs according to the available

training sample, which contains the ECGs of different persons, for which the corresponding phase portraits

F F FQ� �{ }

1

, , (4)

are constructed.
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We will investigate the possibility of an alternative approach to estimating the proximity of the phase portraits F Fi �

and F Fj � , which is based on the analysis of their images. To do this, we calculate the absolute value of the difference

between the functions �i x y( , ) and � j x y( , ), which characterize the number of black dots in the field of images of phase

portraits F Fi � and belong to square cells with the sides � in coordinates x and y of the phase plane (Fig. 5):

L x y x yij

x y

i j� 
� | ( , ) ( , ) |

,

� � . (5)

Before calculating distances (5), we normalize the phase coordinates according to the formulas
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...
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�
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(6)

of distances (5) between all pairs of phase portrait images of the training sample, which was used to cluster the ECG PhPs.

The element of matrix (6), which corresponds to the maximum distances Lij , determines the first pair of ECG PhP

clusters. To determine the rest of the clusters, we arrange the elements of matrix (6) row corresponding to the first cluster in

ascending order. The presence of “jumps” in the sequence ��, � �1, ,� Q , of ordered distances (Fig. 6) determines the

boundaries between the ECG PhP clusters. Such jumps can be easily found using a simple computational procedure.
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Fig. 5. Explanation of the method of estimating the distances

between the ECG PhP images.
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It is experimentally established that according to the criterion of the maximum ratio of interclass and intraclass

distances, the optimal cell size should be � � 0.125H , where H is the size of the field of the ECG PhP images. In this

case, the image field is covered by 64 square cells.

According to the analysis of 300 ECGs of 115 different people, J � 5 characteristic clusters of ECG PhPs (Fig. 7)

were identified.

Let us choose a subset of phase portraits corresponding to the �th cluster (� �1 5, , )� from set (4) and define the

reference cluster as follows:

� �

� �
�

�
0

1

1

( ) ( )

min

� �

�

�

arg

i Q
ij

j

Q

L , (7)

where L
ij

( )�
is distance (6) between the pairs of ECGs of the �th cluster in the training sample and Q� is the number

of ECG PhPs of the �th cluster.

Person verification is performed according to the reference clusters � � �

0

1

0

5( ) ( )

, , constructed according to (7).

Such information (login of the person being tested) can be obtained by scanning the microprocessor chip of a biometric

passport, credit card, or other personal document.

The comparison is made by calculating the distances

L F x y x yt

t

x y

( , ) | ( , ) ( , ) |

( ) ( ) ( )

,

� � 
�
0

� �
� � , � �1 5, ,� , (8)

between the images �

( )

( , )

t
x y of the phase portrait of the current ECG of the person being tested, and five

reference images � � �

0

1

0

5( ) ( )

, , that are stored in the database of the access system.

The verification system determines the reference number�

0

( )t
, which has minimum distance (8) from the image of

the phase portrait Ft of the current ECG automatically, i.e.,
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� �

0

1 5

0

( ) ( )

min ( , )

t

tL Farg

�

�
. (9)

We conclude that the verification is considered to be successful only when the reference cluster�

0

( )t
determined in

accordance with (9) coincides with the entered login �

0

( )p
, i.e., � �

0

( )t
�

0

( )p
.

Otherwise, the verification is not considered to be successful.

When testing the proposed approach on the examination sample containing 204 ECG recordings of 62 different

individuals, there was only one failed verification (0.5%).

PROSPECTIVE RESEARCH

In addition to the considered methods of estimating the proximity of ECG PhP, which are based on formulas (1)

and (5), we can construct other procedures that have the properties of metrics. Thus, a natural question arises: which of

the metrics is more efficient?
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Consider the formal scheme of reasonable choice of the degree of proximity of the ECG PhPs by training sample,

which contains G phase portraits F FG1

, ,� . Assume that each ith phase portrait belongs to one of the different M � 2

persons from the group B B BM� { }

1

, ,� , and for each person there are several phase portraits, i.e., G M�� .

Let us have N � 2 various measures of proximity S S N1

, ,� . Each nth measure Sn ( )1� �n N generates its own

decision rule Rn according to which the analyzed phase portrait F F Ft G�{
1

, , )� belongs to one of the representatives

of the group B B BM� { }

1

, ,� .

Consider the function

 
t

n( )
,

if

�

�0

1

if the decision is true

the decision is false,

�

	

(10)

which determines the losses caused by the wrong decision made according to the phase portrait Ft taking into

account the measure Sn , 1� �n N . Using function (10) allows estimating the quality of each n-decision rule as

follows:

  

( ) ( )n

t

n

t

G

�

�

�

1

and consider the measure Sn0 , 1 0

� �n N , which satisfies the condition

n S

n N

n

0

1

�

� �

arg min

( )

(11)

the best.

Relation (11) makes it possible to choose the best measure of proximity of the ECG PhP.

It is also advisable to investigate the possibility of increasing the reliability of decisions using the transition to the

ECG PhP in three-dimensional space with the coordinates z t( ), �( )z t , and ��( )z t . The first experiments showed that even if

the two-dimensional ECG PhPs of different people almost coincide (Fig. 8a), then during the transition into

three-dimensional space, it is possible to detect some differences of supposedly identical phase portraits for certain

design angles (Fig. 8b).

The analysis of these problems on a representative sample of observations allows extending the capabilities of

biometric systems for solving practical problems in various fields.
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Fig. 8. Projections on the plane of three-dimensional phase portraits of two

people for different projection angles.
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CONCLUSIONS

An approach to construction of biometric systems based on the analysis of a phase portrait of the single channel

electrocardiogram of a person being tested is improved. Long-term observations have shown that the ECG PhP, as well

as fingerprints, has individual features (see Fig. 3) unchanged over a fairly long period of time (see Fig. 4).

Decision rules have been constructed to provide the identification and verification (authentication) of a person.

The test results confirmed the efficiency of the proposed approaches and relatively high reliability of decisions: 96.6% of

correct decisions in the process of human identification on 3,133 ECG recordings in a group of 167 people and 99.5%

of correct decisions in the process of human verification on 204 ECG recordings of 62 different people.

Prospects for further research aimed at improving the reliability of decisions are determined.

Biometric systems based on the analysis of the phase portrait of a single channel ECG can be used for both

stand-alone system and as a part of available systems. For example, if information about the ECG PhP class of the owner

is entered in the microprocessor chip of the biometric passport, then when crossing the border, he (she) can be verified

not only by fingerprint, as they do now, but also using additional information that will increase the reliability of

decisions.

REFERENCES

1. Q. Zhao and A. K. Jain, “On the utility of extended fingerprint features: A study on pores,” in: IEEE Computer

Society Conf. on Computer Vision and Pattern Recognition — Workshops (San Francisco, U.S., June 13–18,

2010), IEEE (2010), pp. 9–16.

2. A. M. Bazen and S. H. Gerez, “Segmentation of fingerprint images,” in: Proc. 12th Annual Workshop on Circuits,

Systems and Signal Processing (ProRISC 2001) (Veldhoven, The Netherlands, November 29–30, 2001) (2001),

pp. 276–280.

3. L. Ma, T. Tan, Y. Wang, and D. Zhang, “Personal identification based on iris texture analysis,” IEEE Trans.

Pattern Anal. Mach. Intell., Vol. 25, No. 12, 1519–1533 (2003).

4. P. M. Kumar, “A new human voice recognition system,” Asian J. of Science and Applied Technology, Vol. 5,

No. 2, 23–30 (2016). URL: https://www.researchgate.net/publication/320673140.

5. S. Kherchaoui and A. Houacine, “Face detection based on a model of the skin color with constraints and template

matching,” in: Proc. Int. Conf. on Machine and Web Intelligence (Algiers, Argeria, October 3–5, 2010), IEEE

(2010), pp. 469–472.

6. Z. Xia, R. Lv, Y. Zhu, P. Ji, H. Sun, and Y. Q. Shi, “Fingerprint liveness detection using gradient-based texture

features,” Signal, Image Video Process, Vol. 11, 381–388 (2017). https://doi.org/10.1007/s11760-016-0936-z.

7. G. Arunalatha and M. Ezhilarasan, “Fingerprint spoof detection using quality features,” Int. J. Secur. Its Appl.,

Vol. 9, No. 10, 83–94 (2015). http://dx.doi.org/10.14257/ijsia.2015.9.10.07.

8. L. Fainzilberg and T. Potapova, “Computer analysis and recognition of cognitive phase space electro-cardio

graphic image,” in: V. Hlav�c
�

and R.

�

S�ra (eds.), Computer Analysis of Images and Patterns, CAIP 1995;

Lecture Notes in Computer Science, Vol. 970, Springer, Berlin–Heidelberg (1995), pp. 668–673. https://doi.org/

10.1007/3-540-60268-2_362.

9. L. Biel, O. Pettersson, L. Philipson, and P. Wide, “ECG analysis: A new approach in human identification,” IEEE

Trans. Instrum. Meas., Vol. 50, No. 3, 808–812 (2001).

10. T. W. Shen, W. J. Tompkins, and Y. H. Hu, “One-lead ECG for identity verification,” in: Proc. of the Second

Joint 24th Annual Conf. and the Annual Fall Meeting of the Biomedical Engineering Society: Engineering in

Medicine and Biology, Vol. 1, IEEE (2002), pp. 62–63.

11. S. A. Israel, J. M. Irvine, A. Cheng, M. D. Wiederhold, , and B. K. Wiederhold, “ECG to identify individuals,”

Pattern Recognit., Vol. 38, No. 1, 133–142 (2005).

12. Z. Zhang and D. Wei, “A new ECG identification method using Bayes’ theorem,” in: Proc. 2006 IEEE Region

10 Conf. (TENCON 2006) (Hong Kong, China, November 14–17, 2006), IEEE (2006), pp. 1–4.

488



13. G. W��ubbeler, M. Stavridis, D. Kreiseler, R. D. Bousseljot, and C. Elster, “Verification of humans using the

electrocardiogram,” Pattern Recognit. Lett., Vol. 28, Iss. 10, 1172–1175 (2007). https://doi.org/10.1016/

j.patrec.2007.01.014.

14. C.-C. Chiu, C.-M. Chuang, and C.-Y. Hsu, “Novel personal identity verification approach using a discrete wavelet

transform of the ECG signal,” in: Int. Conf. on Multimedia and Ubiquitous Engineering (MUE 2008) (Busan,

Korea (South), April 24–26, 2008), IEEE (2008), pp. 201–206. https://doi.org/10.1109/MUE.2008.67.

15. O. Boumbarov, Y. Velchev, and S. Sokolov, “ECG personal identification in subspaces using radial basis neural

networks,” in: 2009 IEEE Int. Workshop on Intelligent Data Acquisition and Advanced Computing Systems:

Technology and Applications (Rende, Italy, September 21–23, 2009), IEEE (2009), pp. 446–451.

16. I. Odinaka, P.-H. Lai, A. D. Kaplan, J. A. O’Sullivan, E. J. Sirevaag, S. D. Kristjansson, A. K. Sheffield, and

J. W. Rohrbaugh, “ECG biometrics: A robust short-time frequency analysis,” in: Proc. of the IEEE Int. Workshop

on Information Forensics and Security (Seattle, WA, USA, December 12–15, 2010), IEEE (2010), pp. 1–6.

17. C. M. Ting and S. H. Salleh, “ECG based personal identification using extended Kalman filter,” in: 10th Int. Conf.

on Information Sciences, Signal Processing and Their Applications (ISSPA 2010) (Kuala Lumpur, Malaysia,

May 10–13, 2010), IEEE (2010), pp. 774–777.

18. Ch. Hegde, H. R. Prabhu, D. S. Sagar, P. D. Shenoy, K. R. Venuopal, and L. M. Patnaik, “Human authentication

based on ECG waves using Radon transform,” in: Th. Kim, Wc. Fang, M. K. Khan, K. P. Arnett, Hj. Kang,

D. Slezak (eds.), Security Technology, Disaster Recovery and Business Continuity; Communications in

Computer and Information Science, Vol. 122, Springer, Berlin–Heidelberg (2010), pp. 197–206.

https://doi.org/10.1007/978-3-642-17610-4_22.

19. F. Por�e and A. Gallix, and G. Carrault, “Biometric identification of individuals based on the ECG. Which

conditions?,” Comput. Cardiol., Vol. 38, 761–764 (2011).

20. N. Belgacem, A. Nait-Ali, R. Fournier, and F. Bereksi-Reguig, “ECG based human authentication using wavelets

and random forests,” Int. J. Cryptogr. Inform. Secur., Vol. 2, No. 2, 1–11 (2012).

21. Y. N. Singh and S. K. Singh, “Evaluation of electrocardiogram for biometric authentication,” J. of Information

Security, Vol. 3, No. 1, 39–48 (2012).

22. T-W. Shen, W. J. Tompkins, Y. H. Hu, “Implementation of a one-lead ECG human identification system on

a normal population,” J. Eng. Comput. Innov., Vol. 2 (1), 12–21 (2011).

23. K-K. Tseng, L. Fu, L. Liu, D. Lee, C. Wang, L. Li, and Y. Meng, “Human identification with electrocardiogram,”

Enterp. Inf. Syst., Vol. 12, Iss. 7, 798–819 (2018). https://doi.org/10.1080/17517575.2018.1450526.

24. S. Hamza and Y. Ben Ayed, “Svm for human identification using the ECG signal,” Procedia Computer Science,

Vol. 176, 430–439 (2020). https://doi.org/10.1016/j.procs.2020.08.044.

25. L. S. Fainzilberg, “New approaches to the analysis and interpretation of the shape of cyclic signals,” Cybern. Syst.

Analysis, Vol. 56, No. 4, 665–674 (2020). https://doi.org/10.1007/s10559-020-00283-0.

489


	Abstract
	INTRODUCTION
	PROPERTIES OF ECG PHASE PORTRAIT
	HUMAN IDENTIFICATION BY PHASE PORTRAIT OF SINGLE CHANNEL ECG
	HUMAN VERIFICATION BY A PHASE PORTRAIT OF A SINGLE CHANNEL ECG
	PROSPECTIVE RESEARCH
	CONCLUSIONS
	REFERENCES

